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1. INTRODUCTION
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HANAN . Objectlve and approach of the study

it

The purpose of this study is to provide ANSSI and the European Cyber Competence

.
Center with a comprehensive overview of the state of the art in artificial intelligence

technologies, as well as an analysis of current and emerging trends in the incident
detection and response market.

®

The study focuses primarily on European vendors, while including international
vendors with a strong presence in the European Union market, in order to
benchmark their practices and uses of Al in their solutions.

&FIVA
L1

48

Vendors

Scope of the study

L=
Approach —
GTheoric:al research and Workshop with vendors oSynthesis and analysis
vendors’ identification
Workshops lasting 1.5 to 2 hours were Development of a synthesis
Creation of a panorama of Al in held with each vendor. The interviews summarizing the key insights
cybersecurity tools, based on were conducted using a questionnaire gathered from the various
academic research. prepared in collaboration with interviews, enriched with
ANSSI’s team. Wavestone's expertise.
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@ Nce-Fr IR
;*.s;m“: . The challenges of the SOC e

SOC:s are facing increasing challenges

@ More and more security alerts

Continuous increase in the number of attacks
Expansion of detection perimeters (cloud, mobile environments, etc.)
= Growing complexity of attacks

o
e}
| | [ |

@ Global staff shortage

O = Lack of cybersecurity skills and lack of time to acquire the necessary skills
= High turnover in L1/L2 teams due to the repetitiveness of their tasks

@ SOC is no longer just a SIEM and a single team

%‘ = Diversification of stakeholders due to complex SOC models (local and central teams, MSSPs and

internal resources, etc.).
= Growth in the number of tools deployed in SOCs (Threat Intel, EDR, ITSM, CSPM, etc.) to manage
the full lifecycle of cybersecurity incidents.

This makes it difficult to maintain the

pace, the relevance and the How can Al help SOCs to face these challenges?
completeness of alert coverage.

12/02/2026 4



@ NCC-FR

g\cﬁ . Al & SOC: a long lasting relationship e

it

Starting in the 2010s Al, through Machine Learning, was gradually integrated into SOC solutions to enhance and expand detection

capabilities.

1987 2004 2010 2014 2017 2022
DARPA is calling for Launch of ihe first defection Initial research efforts to apply First machine learning Emergence of the first Beginning of the
research on machine systems based on rule-based decision 1 to infrusi algorithms for loa analysis ML-based UEBA GenAl revolution
learning methods in the learning with dynamic rules, deTcmc;n rees fonfrusion 9 9 Y3, solutions. '
field of security. such as Snort. etection.

However by the end of the 2010s, time-consuming and complex tasks in the detection chain still remained the responsibility of

analysts.

Strenuous work of developing parsers to enable the integration of logs from an increasing variety of sources.
Alert enrichment, identifying relevant elements within a massive volume of information.

Alert triage, which becomes impossible when alert volumes surge.

NN NN\

Incident investigation, a highly complex task requiring expertise and thorough knowledge of the environment.

12/02/2026 5



2. VENDORS’ OVERVIEW
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FANCA: . A wide variety of solutions explored =

Key takeaways

The overview of the solutions analyzed
is structured around five main product
categories:

@ soc Platform
(2) Al agent | Autonomous SOC
(3) Network-focused solutions

(4) Endpoints-focused solutions
(5) ...others

In fact, more than 18 different types of
solutions were reviewed:
+ Malware analysis

platform * NDR

+ Risk management * IDS
platform + Firewall

+ Code auditing * Proxys
platform * Email security Gateway

* Vulnerability » SIEM
management platform « SOAR

+ Cyber fraud * XDR
prevention platform + Al Agent

Number of vendors interviewed by category * ASPM (Application © EASM

security posture « WAAF
management e Etc.

12/02/2026 * EDR 7
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Aacase . A consolidation of the cybersecurity market

it

A few “platformization” initiatives in Europe

The cybersecurity market is experiencing strong consolidation, .
with numerous acquisitions aimed at strengthening detection, Two approaehes'

response, and Al integration capabilities. (Below is a NON- to ensure full coverage of needs.
EXHAUSTIVE list)

Palo Alto Networks Talon Cyber Security™ = December 2023

ENDPOINT DETECTION
& RESPONSE

hl HarfanglLab

CYBER THREAT

INTELLIGENCE MOBILE THREAT §

DEFENSE

SentinelOne E PingSafe February 2024 S
= Lo OPEN X
CrowdStrike 2=  Bijonic February 2024 5“905
Cisco E Splunk March 2024 NETWORK MALWARE
HornetSecurity N oge March 2024 &;:::SE - GLIMPS
Mi == A A 2024 v
imecast == ware ugust 20 e
Palo Alto Network IBM Qradar (SaaS) September 2024
. (] | q .
Logpoint T Muninn October 2024 of solutions vendors.
Proofpoint = HornetSecurity May 2025 .
[I' LOGPOINT =) <°)Muninn
There is a trend toward creating security platforms \7
that cover the entire detection and response cycle. HORNET SECURITY g vade 8
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3. SPOTLIGHT ON THE EUROPEAN
LANDSCAPE
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w.qus . Spotlight on the
European landscape

=l

Vendors meeting the study
criteria

i SENSORFLEET N
@\EnFFln BAY
ETwWO R))s s

Offer cybersecurity solutions for
incident detection and/or response.

N Y,
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. Spotlight on the
European landscape

34

European vendors met
during the interview phase
16 French vendors

4 German vendors

2 Italian vendors

2 British vendors

2 vendors from Benelux

4 vendors from Northern Europe
3 vendors from Eastern Europe

1 Swiss vendors
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4, OVERVIEW OF Al USE CASES IN THE
DETECTION CHAIN




@ NCC-FR -
w“ . Distribution of use cases across the detection chain e
Al is involved at every level of the detection chain
949 unique use cases have been identified
9 26 use cases are mainly based on GenAl
19 use cases are mainly based on
Some use cases are specifically addressed by GenAl
or by PredAl, while others can be addresses by both
of these technologies.
BUILD DETECTION QUALIFICATION  INVESTIGATION RESPONSE

12/02/2026 14
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@) Al use cases
panorama

Detaction of Lataral

URL Blacklisting

Phishing detaction

Diata axfiltration  mMowarms=nt stbampts

datection - -

Detaction of LotL ,“Ils ual ﬂentllty

Web scraping {Living off the Land) impersanation
Command & stracks detection

detection
Control detaction

Bot datection

Detection of
credantial theft
attacks
Latency anomalies
Dretection of malicious
raquests

Abnormal data netwerk traffic
lomds

known sttacks

mvironment anaky:
and assat
classification

Intallipant peneration of
rulesi/playbooks
Intelligent attack surfaca
reduction

Usar-based risk
=caning

Generation of data for
attack simulations
Creation of

cybersecurity

Support far creating
playbaaks
Assipnmant of am:
ta analysts

COMNNactors

Support for using

Wolume anamalias

Intelligant anomaly detection in

Metwdrk traffic indicative of

Modeling and detection of
anemalous user/asset behavior

Agentic Mabware ravarss
Agentic Thraat intalligance

warkflows
Automatic extraction of |DCs

elopment of parsers and

DGA |[Domain Generation
Algorithm} detection
Ran=zomwars propagation

dataction
Mahware detection

Script analysis using LLM
Detection of malicious
Power3hell scripts.

Agentic Threat
Hunter

the sclution

Alert correlation

Avtomatad tringe

Alart
[pricritization
and scoring

Intelligent kill
chain
reconstruction
Alert
enrichment

Investigaticn
assistant chatbot

Query peneration

Agentic

Qualification

Investigation
action suggestions
Agentic
Incident report
genaration

Imemstigation

Agantic Remediation action
suggestions

Response
P Orchestration of

ramediation actions

U

ISNOdS3d
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a panorama

REPUBLIQUE @ AI Use Cases

UFRL Blacklisting

Detection of lataral
Phishing detaction

Diaita mxfiltration  movemsnt atbampts
Visual identity

detection
Dietaction of LotL . - .
Wb scraping Living off the Land) M5 =m0
detectian Cammand & attacks atectien Alert correlation
Control detaction Automated triage
. Bot detection DGA (Demain Generation
Dietection of Algorithm) detection Alert
credantial thaft Ranzomwars propagation doritizati
" = prapagal [pricritization
artacks Latency anomalies dataction Intelligentkill  and scoring
o Vol i Malware detection chain .
Detaction of I':\:!|ICIDI.I= olume anomalies Script analysis using LLM reconstruction
raquests . - Detection of maliciows Alere
Intelligent anomaly detection in PowerShell scripts enrichment
Investigation
assistant chatbot

network traffic

Abnormal data

loads Mustwadrk: traffic indicative of
known attacks
Modeling and detection of
ancmalous userfassst behavior

Quary ganeration

rvironmant analy
and assat
classification

Investigation
acticn sugpestions

Incidant repart
genaration

Agentic

Imrastigation

Usar-basad risk
=caring Intzlligant ganeration of
rules/playbooks

Generation of data for
attack simulations Intelligent attack surfacs
reduction

Remediation action
sugpestions

Creation of et . .
cybarsacurity 4 : g - hﬁﬁur.e

| b, ﬁfﬂﬂﬂn l - ﬁugentlc

Support for creating Automatic exf atlon n Ic

playhocks F-e'\.lul.npmunto‘fpnrsersmd ; ge
Assipnmsnt of al=rts
connectors
to analysts

-'. Orchestration of
ramediation actions

ISNOdS3d

Support for using
the solution
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Co-funded by

?éiﬂ%k%”f Consistent observations across “.."_| the European Union
the European scope

Emergence of GenAl through chatbots, with

'\ functionality still limited and varying across
countries
A variety of use cases, with some

@ European vendors implementing it for over 15

years, demonstrating advanced expertise

Early initiatives around agentic Al, mainly
% expected to ease qualification and
investigation tasks

a Results should be interpreted with caution,
given the non-exhaustive sample of vendors
consulted

12/02/2026
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CASES




RE PUBLIQIJE
FRANCAISE

it

. Top 5 PredAl use cases

scans, etc.).

: User & Entity : Network anomaly : Incident Eg’lalwar-e

: Behavior Analytics’. detection ﬁ prioritization etection
Analysis of : Network : Assignment of File analysis
£ user and asset + traffic analysis s severity and for malware
*  behavior to for anomaly priority scores detection.

: detect detection : toanalert.

: anomalies or (volume,

: suspicious latency, \

* activities. protocols, :

And they keep making progress

NCC-FR

1m Gotundsd by

&

the Eurapean Unian

: Phishing
¢ detection

Email and
link analysis
for phishing
: attempts

. + detection.

12/02/2026
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6. GENAI, MAINLY USED TO GUIDE
ANALYSTS AND ACCELERATE TASKS




M . GenAl used through more or less
intelligent “assistants"

GenAl use case matrix

it

6/

Added Value**

Low Maturity* High

Low

**Added value: Theoretical estimation of the benefit provided by the feature as perceived by the user (e.g., time savings).
12/02/2026 *Maturity : Estimation based on factors: average implementation date, number of vendors offering the use case, its complexity, and
feedback from the field.

@ NCC-FR
1= Co-funded by

the Eurcpean Unian

0 Assistance in using the solution

9 Query generation assistance

Assistance in building playbooks and
detection rules

Assistance in identifying investigative and
response actions

e Generating incident reports
e Alert enrichment

Autonomous generation of playbooks and
rules

Qualification [ Autonomous Alert Triage

Autonomous Investigation

Autonomous response
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mm NCC-FR
M . GenAl also increases vendors’ agility 9.

. o Synthetic data generation
Use case matrix for vendors

/ Generation of data to illustrate attacks and enable
testing of detection models (network data traffic,
phishing campaigns, etc.).

e 10C extraction

/ Extracts IOC and its context directly from reports.

e Parser development

/ By providing an example dataset, the Al is able to
develop the associated parser.
/ Used for both market solutions and custom client
0 applications.

Added Value**

/ Generation of API connectors from OpenAPI
specifications or technical documentation.

Low

J * .
Low Maturlty High / Transposition of detection rules from one technology to

another.

**Added value: Theoretical estimation of the benefit provided by the feature as perceived by the user (e.g., time savings).
12/02/2026*Matur|ty Estimation based on factors: average implementation date, number of vendors offering the use case, its complexity, and feedback from the field. 23



Mq . Four LLM providers stand out among the
the solution providers interviewed

Own model

Unknown - Third party

Based on the
analysis of 23

- vendors

integrating one or
more LLM models
into their solutions

Unknown -

Open Source

¥ Claude QK

i e

EU vendors usually
favor open source Al
models such as Llama
and Mistral Al.

Vendors using
proprietary solutions
are considering
migrating to open
source alternatives.

12/02/2026
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Prompt Engineering

. Prompt e Lzl
_> activation on

- existing
capabilities

‘ Result

+ Quick to implement

+ No additional infrastructure

- Variable performance (depends on the quality of the
prompt)

- Limited knowledge to the model’s training
data

Retrieval-Augmented Generation

ketrieval

Result
Prompt &
Query +

Retrieval Results

Context

Query

(((

Result

+ Use of specific and up-to-date data (relevant to
the product or customer)

+ Easy to update data sources

+ Reduction of hallucinations

- Reduced performance (iatency)

- Additional infrastructure (cost/complexity/security)

- Quality depends on source documents

3 approaches used by vendors to optimize the
performance of foundation models

@ NCC-FR

nm Ca-funded by

f Result

+ + +

Existing Model Training  \uuy
e

Knowledge from (Update internal

trained dataset F;;arameters) U

' Focus
Quer New Knowledge
A New Model

Fast response on specific cases
Domain/industry specialization (Cyber)
Improved relevance and accuracy
Training phase is complex and costly (Data
volume and quality)

Keeping data up to data (retraining required)
Loss of general skills

Most vendors favor a pragmatic approach based on RAG, leveraging data specific to their products, cybersecurity elements, and customer data to

customize responses. This strategy is reinforced by prompt engineering, which optimizes the capabilities of existing models. Conversely, fine-tuning,
which is more complex and costly, remains limited to a few players, illustrating a clear differentiation in technology choices.

12/02/2026
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| Proprietary LLM |

38%

32%

Hosted by the model provider

The model is managed and hosted by the
model provider, and the connection is made
via an API link (e.g., OpenAl GPT-4, Google
Gemini, Mistral Al, Anthropie).

Data control: LOW

Observation: Model favored by vendors
notably using OpenAl's model.

Hosted by the security solution vendor

The model is managed and hosted by the
solution vendor, who is responsible for both
the infrastructure and the model.

Data control:

| Open source LLM |

Observation: Preferred by vendors aiming for

strong data confidentiality.

. Hostlng of LLM models, a sensitive topic for data

@ NCC-FR

Co-fundad by
the Eurapean Unlan

Proprietary LLM

Open source LLM

15%

15%

Hosted by a cloud provider

The model is managed and hosted by the cloud
provider, and the connection is made via API
(AWS Bedrock, Azure Al).

Data control:

Observation: Model favored by vendors seeking
access to multiple models, including those
historically available only within the provider's
environments.

.
.
.

Hosted in the client environment

The model is managed by the vendor and
hosted in the client environment.

Data control:

| Open source LLM

| Observation: Preferred by vendors aiming to

keep data in the client environment.

12/02/2026



n0j| NCC-FR
?:xmus @) The origin of the foundation model will play an I

i mcreasmgly decisive role for detection vendors

Model selection criteria

Performance Model Accessibility
/ Execution speed + / Proprietary / Open source+ /
/ Quality of responses / Semi-open
provided

4

Model Provenance

In a context where these models will play a strategic role in decision-making and
the automation of critical processes, their origin and the entire design chain must
be carefully evaluated.

12/02/2026 27
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E:a“ Trust and Data Security: Critical Issues for GenAl e
- Adoption
Vendors approaches
Hallucination | -
’ [ Improve prompt quality ]

: Variability of responses

l [ Ensure monitoring of results ]

Trust

Corruption of models

Models hosting strategy

Data leakage ‘ . :
5 Control of information sent
to models

12/02/2026 28
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7. AGENTIC Al
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@ NCC-FR [ESE
;*:;“N%Aﬁg“; . Towards autonomous cybersecurity with agentic Al? T

it

New solutions, called “SOC Al Agents,” have emerged in recent years. These “intelligent” agents aim to automate the qualification and

investigation of security alerts by replicating the reasoning of a SOC analyst. Some go even further by automating the response phase, while
maintaining human control mechanisms.

An approach systematically combining ML/DL and LLMs, but differing in
the orchestrator technology: deterministic via ML/DL, or non-deterministic
via LLMs.

O LLMs go far beyond simple synthesis

O Breaking down alert processing into specialized tasks.

Ex : classification, query generation, result analysis

Manage full detection and response cycle, from qualification to
remediation

O A major challenge: explainability and reproducibility.

Agentic Al isn’t limited to these new solutions — it’s also being directly embedded into SOC platforms themselves.

12/02/2026 30
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. . . Gl K
s PredAl is a mature technology. Future innovations R

- will come from GenAl and Agentic Al

Fraternité

Choice of model

The choice of model made by a
provider will have an impact on
its use in certain customer
environments.

Vendors will need to implement
mechanisms to ensure the quality
and veracity of actions produced by
GenAl.

Growing autonomy

Al will eventually enable
increasingly autonomous
functionalities.

Towards systematic use
of cloud resources

Today, LLM models require significant
computational capacity to operate.

The integration of Al, particularly Agentic Al, requires mechanisms to assess the trust

level and ensure its sustainability over time.

12/02/2026 32
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?.s;m“: . With our thanks (Ol

it

Thank you to all the vendors who took part in the Al4SOC study. Your contribution was essential in enriching the analysis and

advancing the use of Al within SOC operations.
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ANSSI WAS SUPPORTED BY WAVESTONE IN CARRYING OUT
THIS MARKET STUDY AND THANKS ALL THE CONSULTANTS
INVOLVED.

FOR ANY QUESTIONS REGARDING THIS STUDY, PLEASE
CONTACT THE INDUSTRY AND TECHNOLOGIES DIVISION AT
THE FOLLOWING ADDRESS:
INDUSTRIES@SSI.GOUV.FR
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